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 Q: ASP.NET Forms authentication security issues Possible Duplicate: Should I use ASP.NET Forms authentication? I have a
webforms application with a code behind that uses Forms Authentication. Currently users must click a log-in button in order to
use the application. The application has a config file that defines how the application works. The application has a login form
and a database of users. Once the user logs in the database is updated and the user can start working with the application. Is
there a problem with this? I'm concerned that a user could log into my application and find out all the information about the

application that is stored in the config file. Is there a way to secure the information in the config file? A: Forms Authentication
is intended to protect against someone gaining access to your application by means of a username/password, so it will protect

against them reading the config file. As you say, the config file would be a starting point for someone who wants to learn about
the application. So if they gain access to that then they can start to learn more about it. But from a security point of view, you

should be very confident that the config file is not a starting point for security issues. What your application is doing is logging
the user in, and in the form of what you have done, the users credentials are being stored in the config file. The only problem

with this is that the credentials could be stored in plain text and anyone reading the config file could be able to log in as the user.
To prevent this you should encrypt the data, which means that you need to get the users credentials somehow before you store

them in the config file, and this means that you need to authenticate the user. If you look at Authentication.cs in your code
behind, you will see how easy it is to do this: if (Membership.ValidateUser(username, password)) {

FormsAuthentication.SetAuthCookie(username, true); } The code inside the if statement will only be executed if the user is
valid. You need to make sure that you get this value from somewhere, and ideally you should store it inside the config file so
that it can be used in all your pages and all your code behind files. If you don't do this, then at the very least you should not be

storing the user credentials in the 82157476af
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